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Connecting to the AWS
Cloud using the RSL10
Sense and Control Mobile
Application

INTRODUCTION

RSL10 Sense and Control, the Bluetooth Low Energy
(BLE) based mobile application from ON Semiconductor,
enables users to publish and subscribe data from sensors and
actuators connected to platforms that feature RSL10,
industry’s lowest power Bluetooth 5 certified SoC. These
platforms include the IDK (IoT Development Kit) and the
B-IDK (Bluetooth Low Energy IoT Development Kit).

This document provides step—by—step instructions on
setting up the AWS IoT Core and configuring the mobile app
to connect to the AWS cloud.

PREREQUISITES

Users need to download the appropriate platform—specific
firmware to enable communication with the mobile app.

loT Development Kit (IDK)

® Ensure that the BLE-IOT-GEVB board is connected to
the IDK baseboard, BB—-GEVK

® Download firmware found on BLE-IOT-GEVB web
page to the BLE-IOT-GEVB board
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APPLICATION NOTE

® Download the “BLE Custom Service Firmware”
example to the IDK baseboard, BB-GEVK
¢ Detailed instructions on compiling example code
and downloading to the IDK baseboard, BB-GEVK,
can be found Here

Bluetooth Low Energy loT Development Kit (B-IDK)
® Download the custom service firmware to the B-IDK
baseboard, BDK-GEVK
¢ Detailed instructions on compiling and downloading
the custom service firmware to the B-IDK
baseboard, BDK-GEVK, can be found Here

Once the firmware is loaded, the mobile application can
be used to read sensor values and set actuator values, publish
sensor values to an MQTT broker and subscribe actuator
settings from the MQTT broker.
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CONFIGURING AWS IOT CLOUD INSTANCE

1. Create a free AWS Cloud account: https://docs.aws.amazon.com/iot/latest/developerguide/iot—console—signin.html
2. Select IoT Core service from the Services dropdown listing

3. Click Manage on the left pane

4. Click Create as shown below

Services ~ Resource Groups ~

& aws tor Things
Monitor Configure fleet indexing (@ Card ~
Onboard
Manage led_light_node_1 pm_idk_1
oT_ioK NoTiPE

Things

hing Groups

Billing Groups

sobs
Defend
Act
est

Figure 1.

5. Click Create a Single Thing as shown below

Creating AWS loT things

An loT thing is a representation and record of your phyisical device in the cloud. Any physical
device needs a thing record in order to work with AWS IoT. Learn more.

Register a single AWS loT thing
Create a thing in your registry

Bulk register many AWS loT things

Create things in your registry for a large number of devices already using AWS loT, or Create many things
register devices so they are ready to connect to AWS loT.

Figure 2.
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6. Provide a Name and click Next
a. Other fields are optional

CREATE A THING

dd your device to the thing registry

This step creates an entry in the thing registry and a thing shadow for your device.

Name

Test_ON

Apply a type to this thing

Using a thing type simplifies device management by providing consistent registry data for things that share a type. Types provide things with a
common set of attributes, which describe the identity and capabilities of your device, and a description.

Thing Type

Add this thing to a group
Adding your thing to a group allows you to manage devices remotely using jobs.

Thing Group

Groups / Create group Change

Set searchable thing attributes (optional)
Enter a value for one or more of these attributes so that you can search for your things in the registry.

Attribute key Value

Show thing shadow ~

Figure 3.

7. Create a certificate for the device as shown below

CREATE A THING

Add a certificate fo

A certificate is used to authenticate your device's connection to AWS loT.

One-click certificate creation (recommended)

This will generate a certificate, public key, and private key using AWS loT's certificate
authority.

[ oo |

Figure 4.
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8. Click Activate and then download the certificate and key files
(Stay on this page till step 12)

The certificates and keys are used during the configuration of the MQTT broker in the mobile application

Certificate created!

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved
after you close this page.

In order to connect a device, you need to download the following:

A _cernﬁcate Torthis 0d7c4cf8a2.cert.pem
thing

A public key 0d7c4cf8a2.public.key
A private key 0d7c4cf8a2.private key

You also need to download a root CA for AWS loT:
A root CA for AWS loT Download

Figure 5.

9. Click Download AWS root CA. This will launch a new page

Certificate created!

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved
after you close this page.

In order to connect a device, you need to download the following:

A certificate for this

R 0d7c4cf8a2.cert.pem Download
thing
A public key 0d7c4cf8a2.public.key Download
A private key 0d7c4cf8a2.private.key Download

You also need to download a root CA for AWS loT:

A root CA for AWS lo

Figure 6.
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aws

S —

AWS loT

Developer Guide

Documentation - This Guide

Search

£ What Is AWS 10T?

E3 Getting Started with AWS loT

E3 AWS IoT Rules Tutorials

E2 AWS IoT SDK Tutorials

E3 AWS loT Additional Tutorials

£ Managing Devices with AWS loT
E2 Tagging Your AWS loT Resources

2 Security and Identity
& AWS loT Authentication
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10. Click RSA 2048 bit key: Amazon Root CA 1. A new page with the certificate information is launched

Server Authentication

Server certificates allow your devices to verify that they're communicat
impersonating AWS loT. Service certificates need to be copied onto you
loT. For more information, see the AWS loT Device SDKs. AWS loT serve
certificates:

VeriSign Endpoints (legacy)
* RSA 2048 bit key: VeriSign Class 3 Public Primary G5 root CA certi

Amazon Trust Services Endpoints (preferred)

[- RSA 2048 bit key: Amazon Root CA ]
* RSA 4096 bit key: Amazon Root CA 2
* ECC 256 bit key: Amazon Root CA 3

« ECC 384 bit key: Amazon Root CA 4

We recommend that all customers create an Amazon Trust Services (AT
their devices to avoid any issues with the widespread distrust by browse

2 X.509 Certificates occurred in October 2018. For backward-compatibility reasons, we still

RIS - s . A ' CEN e o ' .

Figure 7.

11. Right click and save the certificate but with a “.crt” extension (Ex: certification shown below is saved as
“AmazonRootCA1l.crt”)

————— BEGIN CERTIFICATE-----
MIIDQTCCAimgAwIBAgITBmyTz5m/jAc54vB41kPmljZbyjANBgkqhkiGOwOBAQsF
ADASMQswCQYDVQQGEWIVUZEPMABGALUE ChMGQW1 hem9uMR kwFwYDVQQDExBBbWF6
b24gUm9vdCBDQSAXMBAXDTE1MDUy NG AwMDAWMF o XDTMAMDE xMz AwMDAWMFowOTEL
MAKGALUEBhMCVVMxDzANBgNVBAoTBKFtYXpvbjEZMBcGALUEAXMQQWlhemSuIF Jv
b3QgQREEMTCCASIWDQYIKoZIhv cNAQEBBQADggE PADCCAQoCegEBAL J4gHHKeNX
ca9HgFBaTfW7Y¥14h2931091ghYP1OhAEvrATItht0gQ3p0sqTQNroBvo3bSMgHFzZM
906II8c+6zT1tRndSHiw3te5djgdYZ6k/ol2peVKVURFAfnStBbedNgemzUSL/ qu
IFAGbHrQgLKm+a,/sRxmPUDgH3KKHOVj4utWp+UhnMIbulHhebdmjUcAwhmahRiWa6
VOUjwSHSSNz /Begul XBtdHA114gk957EWWG 7 c4c X8 IGKLhD+rcdgsq@8pakDill
93FcXmn/6pUCyziKrlAdb9v7LWIbxcceVOF346TID5YHISY/QCB/IIDEgEw+0yQm
3g5ubIrIqgoCAWEAANCHEAWDWYDVRBTAQH / BAUWAWEB/ zZAOBgNVHQBBAFSEBAMC
AYYwHQYDVROOBBYEFIQYzIUB7LwMlIQuCFmex7IQTgoIMABGCSqGSIb3DQEBCHUA
AATBAQCY8]daQZChGsV2USggNiMOruYousr41K5IpDB/G/wkjUulyKGX9rbxenDI
USPMCCFJmCXPI6T53iHTTIUIrU6adTrCC2qleHZERxh1bI1Bjjt/msv8tadQlwls
N+gDS63pYalACbvXy8Mily7Vu33PqUXHeeE6V/Uq2VBviTOS6LXFvKWIIbYKBUSOVY
0/ufQIVEMVTSQtPHRhE rdkPSHCa2XV4cdFyQzR1b1dZwgIc ImApzyMZF o6 IQ6XU
5MsI+yMRQ+hDKXJioaldXgjUkK642MAUwtBYBob2xINDd2Zhwl noQdeXeGADbkpy
rqXRfboQnoZ sG4q5WTP4685QuvGS

————— END CERTIFICATE-----

Figure 8.
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12. Click Attach a policy

Certificate created!

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved
after you close this page.

In order to connect a device, you need to download the following:

A certificate for this

X 0d7c4cf8a2.cert.pem Download
thing
A public key 0d7c4cf8a2 public.key Download
A private key 0d7c4cf8a2.private.key Download

You also need to download a root CA for AWS loT:
A root CA for AWS loT Download

Deactivate

o

Figure 9.
13. Select an existing policy that’s applicable to this device and click Register Thing. If you don’t have any existing

policy, click Register Thing. (Policy can be added later and is covered below). The newly created thing will be
shown on the AWS IoT page

CREATE A THING

Add a policy for your thing

Select a policy to attach to this certificate:

& PUI_IUR_T e

{
“Version™: "2012-10-17",
"Statement™: [
{
"Effect”: "Allow",
"Action®: [
"iot:Connect”,
"iot:Subscribe”,
“iot:Publish”
1
"Resource":
}
1

} -

ngn

1 policy selected

Figure 10.

www.onsemi.com
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@ AWS loT Things
Manage lg_d_light_nodej .T?%t,'ON
Things o o

Figure 11.

14. Click the newly created Thing (Ex: Test ON) and navigate to the Interact tab and make a note of the API endpoint
as shown below

Things > Test_ON

Test_ON

NO TYPE

This thing already appears to be connected. Connect a device

HTTPS

Update your Thing Shadow using this Rest APl Endpoint. Learn more

=
o MQTT

Use topics to enable applications and things to get, update, or delete the state information for a Thing (Thing Shadow)

Learn more

@ Update to this thing shadow

$aws/thing

Figure 12.

The AWS IoT Core is now setup and in the next section, following the optional policy creation section, configuring the
mobile app with the AWS credentials will be discussed.

www.onsemi.com
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Policy Creation (Skip this Step if You’ve already Assigned a Policy)
® Select Policies under Secure on the left pane and create a new policy

Q& AWS loT

Secure

Figure 13.

® An example policy is shown below:

"version": "2012-10-17",
"Statement": [
"Effect": "Allow",
"Action": [
"jot:Connect",
"Jot:Subscribe",
"Jot:Publish"

"Resource": "x"

Figure 14.

® For additional information on policies, refer to https://docs.aws.amazon.com/iot/latest/developerguide/iot—

® C(Click the newly created device (Test_ON in this case) and follow the below steps to attach the newly created policy

ﬂ}AWSmT Things

Manage !STciTl'?ght_node_1 T;a?;ON
Things o ;

Figure 15.

www.onsemi.com
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® (lick the certificate

Things > Test_ON

Certificates

| security
‘ Mt

0d7c4cf8a2e85ad70f...

Figure 16.
e Attach the newly created policy as shown below

Things > Test_ON > 0d7c4cf8a2e85ad70f62...

0d7c4cf8a2e85ad70f62e665c80aafb4b24f8adc7d01fea07ad3dc94cd8e76f4

ACTIVE

Details Certificate ARN Deactivate
Revoke

A certificate Amazon Resource Name (ARN) uniquely identifies this certificate. Learn more

t:us-east-2:14600 3271:cert/@d7c4cfB8a2e85ad78f62e665c808aa

Details Attach thing
Download
Issuer Delete

OU=Amazon Web Services O\=Amazon.com Inc. L\=Seattle ST\=Washington C\=US

Figure 17.

www.onsemi.com
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ANDROID APPLICATION CONFIGURATION

15. Start the Android App
a. On the main page of the App, tap on the Settings icon as shown below
b. On the settings page tap on the Manage Brokers settings
c. Tap on the ‘+’ symbol on the bottom of the screen
d. Tap on the add broker setting denoted by “+’
e. Select Generic Broker and tap Next

e § 9 v T 4o

& Select Broker Type

Dashboard
1 Ser

€ Manage Brokers
Seoadeast Service: Hive o

roadoastseice O \¥vvasson

L pplication Seminge.
O Eclipse MOTT(TLS)
—
Figure 18.

www.onsemi.com
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Populate the Fields with the values shown below

Client name: Any text string
Device ID: Enter the Name of the Thing (generated in step 6)
Protocol: Choose SSL

URL: Enter the URL from Step 14
(Ex: alv6q8shdhn4jf-ats.iot.us—east-2.amazonaws.com)

Port No: 8883

Username: Leave it blank
Password: Leave it blank
Select SSL Certificate

Select Self Signed Certificates

Figure 19.

IMPORT CA CERTIFICATE: From Step 11 (Amazon’s Root CA)

IMPORT CLIENT CERTIFICATE: The certificate for this thing
(from step 8, *certificate.pem.crt)

IMPORT CLIENT KEY: Private key for the thing
(from step 8, *private.pem.key)

Click SAVE to Validate the connection

Figure 20.

Edit Broker
Generic MQTT

“lient Name

SAVE

AwsTest

Device ID

Test_ON

Protocol
URL

O tcp @ ssl

a1vbq8shdhn4jf-ats.iot.us-east-2.amazon

Port Number

8883

Username

Password o

D Supports MQTT v3.1.1
SSL Certificate

(O) cAcertificate Only () Self Signed Certificates

[ supports MQTT v3.1.1
SSL Certificate

O CA Certificate Only @ Self Signed Certificates
IMPORT CA CERTIFICATE
No CA File Importe

—— CA CERTIFICATE —

IMPORT CLIENT CERTIFICATE

— CLIENT CERTIFICATE —

IMPORT CLIENT KEY

Once the broker is successfully verified, the app is ready to communicate with the AWS IoT core.

www.onsemi.com
11



http://www.onsemi.com/

AND9831/D

Editing an Existing Broker
17. In order to edit a previously saved broker, click edit on the broker entry as shown below.

< Manage Brokers

Broadcast Service

s

O HiveMQ

(X 1]

O cCloud MQTT

O Eclipse MQTT (TLS)

ses

® AwsTest

Edit

Delete

Export

Figure 21.

www.onsemi.com
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I0S APPLICATION CONFIGURATION

18. Start the i0OS App
a. On the main page of the App, tap on the Settings icon and then on Manage Broker
b. Tap on the ‘+’ symbol on the bottom of the screen
c. Tap on the add broker setting denoted by ‘+’
d. Select Generic Broker and tap Next
e. Alternatively users can tap on import broker and load compatible saved configuration in the phone

=4

Manage Brokers Select Broker Type Next
Broadcast Service —+ O 1BM
O Azure
() HiveMQ
.
() Cloud MQTT
O Eclipse

Import Broker

Add Broker

Cancel

Figure 22.

www.onsemi.com
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19. Populate the Fields with the values shown below

Client name: Any text string
Device ID: Enter the Name of the Thing (generated in step 6)
Protocol: Choose SSL

URL: Enter the URL from Step 14
(Ex: alv6q8shdhn4jf-ats.iot.us—east—2.amazonaws.com) DemoTestingHM

AWSClient

® Port No: 8883 .
Protocol tep (@) ss
® Username: Leave it blank
b Password: Leave it blank aczdkid33057l.iot.eu-central-1.amazonaws.com
® Select SSL Certificate
® Select Self Signed Certificates BER
©
Supports MQTT v3.1.1
SSL Certificate
CA Certificate only (®) Self signed certificates
Figure 23.
e IMPORT CA CERTIFICATE: From Step 11 (Amazon’s Root CA) Supports MQTT v3.1.1
® IMPORT CLIENT CERTIFICATE: The certificate for this thing SSL Certificate
(from step 8, *certificate.pem.crt)
® IMPORT CLIENT KEY: Private key for the thing CA Certificate only (®) Self signed certificates
(from step 8, *private.pem.key)

® (lick SAVE to Validate the connection Vo

--CA CERTIFICATE

--CLIENT CERTIFICATE--

~-CLIENT KEY--

&
Figure 24,

Once the broker is successfully verified, the app is ready to communicate with the AWS IoT core.

www.onsemi.com
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Editing an Existing Broker
20. In order to edit a previously saved broker, click edit on the broker entry as shown below

Delate

Export

Cancel

Figure 25.
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